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NATIONAL STRATEGY FOR PROTECTING THE INFRASTRUCTURE: A VISIONARY APPROACH
The open nature of American Society makes it an inviting and vulnerable target to terrorism. The United States government cannot guarantee protection of the national interests and infrastructure, yet that is what many citizens expect. The threat facing the nation's infrastructure is immense, not only from terrorism, but also from years of maintenance neglect.
Perhaps It specifies the guiding principles, goals and objectives to secure our nation's critical infrastructure in support of our national security. According to former Senators Gary Hart (D-COL) and Warren B. Rudman (R-VT), "Pursuing America's homeland security imperatives immediately may be the most important thing we can do to sustain our cherished freedoms for future generations" 2 . Unfortunately, the strategy considers only the threat of terrorism, and we should consider other significant issues facing our national infrastructure.
THESIS
The question therefore becomes how the nation should protect infrastructure whose destruction or dysfunction poses a threat to our citizens, not from terrorism, but rather from years of maintenance neglect. This SRP considers the vulnerability of the nation's infrastructure from this broader perspective, and offers a visionary approach to resource allocation to deal with the challenges facing our infrastructure. This paper will briefly review the Critical Infrastructure Strategy and illustrate how it falls short of achieving a more secure infrastructure because the ways chosen are insufficient to bring about the ends. The focus is on the resource allocation process since it is arguably the most important of the common ways to fully leverage investments in infrastructure.
Furthermore, rather than broadly focusing on all sectors of infrastructure, the paper will address only dams. Dams serve as an excellent case study because of their complexities, including ownership issues, access to funding and current material condition and age. Finally, the paper will include a recommendation on implementation options within the federal budget.
A recent report by the American Society of Civil Engineers (ASCE) aptly noted that our infrastructure might fail for reasons other than terrorism: "American's concerns about security threats are real, but so are the threats posed by crumbling infrastructure," Thomas Jackson, ASCE president stated in his statement. "It doesn't matter if the dam fails because cracks have never been repaired of if it fails at the hands of terrorists. The towns below the dam will still be devastated." 3 ASCE's report in March 2001, graded the twelve categories of infrastructure at a discouraging D-, with an estimated bill of $1.3 trillion. Since that report, the overall condition has deteriorated further, thereby increasing the required resources to approximately $1.6 trillion over the next five-year period 4 . To put that number in perspective, the FY2002 federal budget receipts were only $1.853T 5 , and the nation's overall gross domestic product (GDP) is only $10.481T 6 .
Therefore, the resourcing challenge facing the nation amounts to 15.26% of the current annual GDP. Unfortunately, the problem will only grow worse if we fail to act decisively in the very near future.
CRITICAL INFRASTRUCTURE STRATEGY
The Physical Protection of Critical Infrastructure and Key Assets Strategy, adopted and signed in February 2003, is one of two supporting strategies to the National Homeland Security Strategy 7 . It specifies the guiding principles, goals and objectives necessary to secure our nation's critical infrastructure (ends) in support of our national objectives. Implementation of the strategy (ways) will undoubtedly take many years, given the magnitude of the critical infrastructure and the nature of the terrorist threat. Finally, the capital resources (means) to protect the infrastructure are extremely limited. Since the infrastructure is vast and technically diverse, it requires many different kinds of protection.
The national strategy resulted from many months of consultation among public and private sector interests. It included inputs from federal, state and local governments, private sector owner/operators, and representatives from scientific and professional organizations, as well as interested American citizens. It provides a roadmap for the future security of the nation's infrastructure.
The strategy seeks to improve overall physical security of the nation's infrastructure by identifying a responsible lead agency for the necessary efforts to protect critical infrastructure sectors. These sectors are: agriculture and food, water, public health, emergency services, government, defense industrial base, telecommunications, energy, transportation, banking and finance, chemical industry/hazardous materials, postal and shipping, and national monuments and icons. In addition to those sectors, it identifies five categories of key assets -national monuments and icons, nuclear power plants, dams, government facilities, and commercial key assets 8 . This SRP focuses on only one of the strategy's special asset categories, dams, and offers a case study for understanding the complexity of securing our national infrastructure. The five prioritized cross sector ways to protect our infrastructure form the important near-term priorities for the nation because they encompass issues common to all of the sectors 9 .
The strategy calls for initially focusing national efforts on these five cross-sector ways to fully leverage investments to improve overall security. High leverage efforts, such as the five cross-sector priorities, will improve the nation's critical infrastructure security. However, they cannot be fully implemented in the near future so the strategy falls short of achieving a more secure infrastructure (ends) because the ways chosen are insufficient to bring about the ends.
This paper considers only one of those five priorities, planning and resource allocation, and proposes a more aggressive application of our budgetary resources to the nation's infrastructure, using dams as a case study.
DAM INFRASTRUCTURE
The 79,000 dams in the United States are a critical portion of the nation's infrastructure 10 .
They have been identified as one of the five key asset categories in the national strategy for the Physical Protection of Critical Infrastructure. Dams provide economic, environmental and social benefits including hydroelectric power, river navigation, wildlife habitats, waste management, flood control, and recreation and water supply.
Water is a precious resource, and it has to be in the right place at the right time to support life. Throughout history, people have built dams to maximize this critical resource. Today, dams support communities and the nation in many of the ways listed above. As the nation's population grows and more people move to arid locations, the need for dams increases.
Millions of people throughout the western United States depend on dams to bring them the benefits listed above. They are extremely important portion of the nation's infrastructure because they simultaneously serve several functions at once, especially hydropower. The remaining dams are owned by local governments (17%), and states (4%), with the federal government and public utilities owning the remainder 14 . The federal government owns very few dams, and therefore has limited responsibility for ensuring non-federal dams are well maintained. The federal government can regulate standards, but it is the responsibility of the dam owners to meet those standards, and there are significant legal barriers to successful public-private partnerships.
ACCESS TO FUNDING
Many of the dams considered unsafe are privately owned. In many cases, the owners do not have access to the financial resources necessary to correct the deficiencies. were small low hazard irrigation dams. In addition to those incidents, the Association evaluates more than 2,400 dams nationwide as unsafe, and in need of corrective action.
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A VISIONARY STRATEGY FOR INFRASTRUCTURE
The visionary approach proposed in this paper has three key elements: a historical context; a prioritization process; and a determination if America is ready for such an endeavor.
Understanding of the proposal relies heavily on an important historical context, President
Eisenhower's vision to build the Interstate Highway System which built upon President Roosevelt's New Deal programs.
HISTORICAL CONTEXT
Roosevelt's New Deal
After 
Eisenhower's Success
Five reasons enabled Eisenhower to build a highway system. During Roosevelt's administration there was little need for a highway system. However, during Eisenhower's administration the availability of skilled labor, the need for highways, and a demand for consumer goods, reinforced Eisenhower's leadership on the program.
First, during Roosevelt's administration, automobiles were new to the market.
Consequently, they were luxuries to many families during the Depression. Therefore, families sold their vehicles to raise money for basic living necessities. In essence there was no demand for a highway program.
Secondly, Roosevelt's WPA and PWA programs were structured to retain American construction and engineering skills. During the depression those skills did not deteriorate, rather they improved as evidenced by major efforts including Grand Coulee Dam. Without those skills many of the engineers needed to build the National Highway system may not have been available.
Furthermore, the need for a national highway system was not realized until World War II.
President (then General) Eisenhower witnessed first hand Germany's extensive highway system. The Autobahn was critical to Germany's ability to move military troops and supplies during the European military campaign. Eisenhower did not forget this important lesson, and understood the significant economic potential of the Autobahn.
Fourthly, by the mid 1950's, Americans demanded more consumer products.
Simultaneously, the housing boom was in full swing and American suburbs were developing.
The United States needed national highways to facilitate the expansion of the nation.
Finally, the Highway Act represented a significant domestic agenda item for President
Eisenhower. Americans were focused on internal postwar issues and consumer demands, and
Eisenhower's vision met those needs. In other words, Eisenhower's leadership coupled with public support made the vision a reality.
This paper suggests the United States can enact a Nationwide Critical Infrastructure Improvement Plan using Eisenhower's National Highway Program as a successful model.
Today, the circumstances in the United States are similar to those in the Eisenhower administration. However, first let us consider a prioritization process for the projects contained in the proposal.
PRIORITIZATION PROCESS
A recent study by the Brookings Institute "Protecting the American Homeland, One Year
On" identifies the annual costs of improving physical protection of key targets 22 The report clearly articulates that, because of the vastness and complexity of the issue, we must prioritize our efforts. The costs of improved security across our national infrastructure must first be allocated on those areas where failure of the infrastructure has the potential for significant loss of life. We must acknowledge, though, that improving the security is irrelevant if the infrastructure fails due to lack of maintenance. Therefore, investment in security must be tied to infrastructure improvement programs. That is, it is essential to maintain, or if necessary, upgrade the infrastructure that we are protecting. Thus funding a coordinated program is critical to an improved critical infrastructure security plan.
Further, because the financial resources necessary to meet these objectives are extremely scarce, the federal government must develop a multi layered strategy that incorporate the nation's political, social, and economic objectives −a strategy that can be successfully implemented over the next several decades. One proposal would categorize the nation's infrastructure into one of three (or more) classifications based on the overall urgency of repair/protection. The categories could be: A -Extremely urgent/fully addressed and funded in the next five years; B -Urgent/fully addressed and funded in the next eight years; and finally, C -Important/fully addressed and funded in within ten to fifteen years.
The following example serves to clarify these categories. The nation's diversified fresh water and agriculture infrastructure are less vulnerable due to their multiple sources and wide dispersal across the United States. In other words, we enjoy considerable redundancy in sources of both food and water. Therefore, those infrastructure sectors would be assigned a lower priority, possibly spread across two or three categories. However, a single source of water for a region may be prioritized higher simply because it is the sole provider for a large population center.
On the other hand, dams should be prioritized in the higher categories because of their economic significance and the large number of lives that could be lost if they failed. For example, the loss of a significant dam or reservoir affects water supplies and possibly power generation; likewise, such a loss risks the lives of the people below the dam. "Protecting the American Homeland, One Year On", suggests similar prioritization and analyzes the potential economic ramifications of several terrorist incidents against critical infrastructure.
IS AMERICA READY FOR SUCH A PROGRAM?
Leadership
Publicizing the need for a major national effort to improve our nation's critical infrastructure should mobilize the nation for this ambitious program. Generally, Americans want their leaders to address national challenges, and improving our infrastructure will be a significant endeavor. As mentioned earlier, the commitment of the administration towards such an ambitious goal provides a significant impetus in executing the vision. In times of crisis or national emergency, American citizens seek leadership from the President. Therefore, a vision to upgrade and secure the nation's infrastructure would be a significant endeavor, and a positive legacy for any administration. However, because of the magnitude of the challenge the nation must first focus on the highest priority infrastructure, the five key asset categories, which include dams and reservoirs.
Public Support
Public support is achievable because American citizens benefit from a well-maintained and secure infrastructure. The program scope includes almost every community in the nation because of the dispersion of our infrastructure. Congressional support seems reasonable because of the program's potential benefits to constituents who focus on local issues. The program could reduce social tensions in many urban/rural areas where entry-level jobs are scarce and furthermore increase productivity across the economy 24 . Heightened public awareness and support could justify the enormous quantity of resources required to improve our nation's infrastructure. Proponents of the program should help the public understand the opportunity costs of such an effort. American citizens need to fully understand the long-term economic benefits of investing today in the future of the nation. Significant investments today would provide three major longer-term benefits: an expansion of our national capabilities and an increase in productivity; correction of significant deficiencies in our infrastructure (i.e., power grid); and thirdly, replacement of older systems with technology and standards exceeding environmental regulations enacted after the nation's infrastructure was originally built.
Let us now consider how implementation of this vision of a more secure, well-maintained national infrastructure would affect a single component of that infrastructure, specifically the nation's dams.
THE VISION FOR DAMS AND RESERVOIRS
As noted above, dams are an excellent case study because of their complexities and challenges. To fully appreciate the issue, let us briefly apply the three key components of the proposal: historical context, prioritization process, and discussion is America ready to improve dam safety.
HISTORICAL CONTEXT
Although the federal government has taken steps to ensure the overall condition of the nation's dams, the majority of legislation has been too narrowly focused to address national Funding is critical, but the magnitude of the overall problem must first be defined. As mentioned earlier, the estimated cost to fix the nation's critical infrastructure is approximately $1.6T. Fortunately, the financial challenge for repairing and upgrading the nation's dams is much less significant. A recent study, based on the current national inventory of dams, estimates the resources necessary to correct the nation's dams at $36.2B. their efforts will clearly demonstrate how to structure a federal funding dam safety-funding program. 
Leaders in the Pennsylvania
Pennsylvania Infrastructure Investment Authority (PENNVEST)
PENNVEST, the Pennsylvania Infrastructure Investment Authority, is a successful Pennsylvania State program that could be used as a model for a nationwide infrastructure improvement program. It began in 1988 to provide low-interest loans and grants to owners and operators of dams, sewers, water, water treatment, and storm water systems. The loan interest rates range between 1 and 5%; they are available for up to 100% of the total project costs.
PENNVEST operates on a $300M budget per year, with $50M coming directly from the federal government, specifically the Environmental Protection Agency (EPA). The remainder of the initial funding came from several bond referendums. Today, the program operates as a semi-independent state agency. It is self-funding, using interest received on current projects to provide the funds necessary to fund additional projects. The only annual funding received is the $50M from the EPA, which critically provides approximately 10% of PENNVEST's annual budget.
Loan rates are determined by the local unemployment rates, with the lowest interest rates charged to owners in areas with higher unemployment rates, thus helping to target resources to the areas that need them the most. Over the history of the program PENNVEST has approved funding for 1774 projects, (686 water; 999 wastewater; 89 storm water), dispersing over $3.3B. 32 The projects have credited in 116,905 construction jobs and an additional 39,382 permanent jobs within the state 33 .
To keep 
RISK
There are significant economic and political risks in pursuing such an immense resourcedependent program to upgrade our national infrastructure. The pursuit of improved infrastructure involves trade-offs. What America needs is a balanced program, one which doesn't pay large amounts for small gains. Therefore, convincing Americans to invest in such an aggressive program in the current economic environment may not be feasible or seem affordable, especially given the magnitude of the resources required. Federal discretionary spending is limited unless the nation is willing to endure additional current taxes or greater current deficits. However, the consequences for doing nothing are so great that the administration must convince the electorate that not investing is too risky given the status of our infrastructure today. As we have seen, the estimated cost to restore the nation's infrastructure exceeds $1.6T. Nevertheless, we must recall that only a portion of the funding needs to come from public sources.
The second-and third-order affects of increased federal spending on infrastructure, both positive and negative, should be considered. On the positive side, this program should spur additional research and development projects, as well as the creation of additional small businesses to support the implementation.
The number of jobs created, both entry level and high tech, by the program would be the second significant benefit. Thirdly, as we progress further into the information age, many of our institutions, both public and private, need newer infrastructure to remain world leaders in education and technology. Finally, and most importantly, many economists agree that federal spending on the nation's infrastructure will lead to higher productivity across all sectors of the economy 43 .
CONCLUSION
This paper advocates a visionary effort for Critical Infrastructure. It contends that the nation's infrastructure has two major vulnerabilities, not just the security problems associated with the terrorism threat as suggested by the strategy. The second and possibly more-plausible threat arises from poor maintenance brought about by years of neglect.
This proposal poses some economic risks, but the nation risks more by not investing in its future today. The current Critical Structure Strategy has framed the problem and identified the security vulnerabilities of our national infrastructure. The federal government must now embark on the ambitious journey proposed in this paper to rebuild American infrastructure as part of a wholesale investment in America. Such an investment will significantly increase our economic, political, military, and information power. The cause is noble given the dynamic nature of the world today. It provides a clear message that terrorists cannot destroy American strength, but may in fact contribute to a strengthened America.
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